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.OAuth2 SCA Approach: Implicit Start of the Authorization Process 6.1.1.2 q'vo

PSU AISP ASPSP
PSU initiates an account information access viaa TPP
- 1. Account Information Consent Request -
i 5 = validate
Body <Account List, Reccuring Flag.. > S IDAS certificate
« reguest syntax
(e 22 Accountinformalion Consent Response (NOK) | |7 (5,
(\__/Al'tp Codes: 401, 400, 403
__2b. Account Information Consent Response (OK)
hitp Statuscode: 201 (Created ) - SCA CAuth
= - OAuth configuration -
P Feedback to the customer:
Althorise the transaction (redirect to Authenfication Server)
PSU re-directed to an authorisation webpage of the ASPSP (Authorization Request) » :
— validane
« iClient 1D
+ :Redirect URI
— + {TPP Role
< The PSU autharises the payment
| | Redirect back to TPP -
Token Reguest -
Ll validate
+ 1elDAS certificate
* :semantics
o Token Response |
« |
3. Consent Status Request validate
A Fok » e elDAS cerificate
* reguest syntax
« tpprole
P 4. Conseni-Status Response « semantics
http Statuscode: 200 (OK) — consentStatus
5. GET Consent-Content Request
A Foker >
- 6. Consent-Content Response D
- http Statuscode: 200 {OK) — consent object
:0UILYI DIZNYN VIN'S
e PSU-ni?7

e AISP — Account Information Service Provider, yTmn DX
e ASPSP -Account Servicing Payment Service Provider, yTnn 790

:NN20N NNEn )'7nN LIN'S

PSU initiates an account information access via a TPP (0)

TPP = Third Party ) yT'an 22X 7¥X NMIWKRIQI WX NINI NNd0NN N
NN 277100 NNDONN 'OIX NIX NI YTNAN PIX 7w yinwa nip'7n .(Provider
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:NNIAYNN N1'NA [9IN
1701 nnIawNn NX |"¥n Nip? naw (Detailed Consent) nuniosn nndon e
QN7 nix1aw yTnn
1XYW YT'AN 70 DX ¥ N7 naw (Bank Offered) n'775 nndon e
[o1 ANKX7 NIP7N YaIR QIN'YY D19'¥90N NNIAYNN NN'YWA DRI LqNYY
.N1v AN N1an 7in

DY 3 '7N'0pN NNJO0N YN :NNdon 1wn

n'nys TN Nndon

.NND0NN NYPL] YTAINY qQRINN TV N9PN NNd0N 11'A N'MYyS TN NNd0NA 719'07 win'mn
2 U1 NISOI NS Y¥27 yTnn [2IX 221 ,yTnin N7ap7 niwrin APl 0 N9 yxIdnw yan
(expired) Nnnd>oNN 971N AI9N ,NIYWN 2 DI'02 . TA72 NIXAN NIYWN

Information Consent Request (1)

XIN N2l N7 POST /consents — APl nmo yTmn DY yxan ,IT n0'na INXY
7v nYPa? okNNa NNIXN N2 AP DX 7'wen? [N .nndon 0'7n? wpan
rzh!

NINNAAIT

:Bank Offered nndon |nnY%7 nwpa

D7V DXinn NX V9NN Cash Account Type 7w wn - restrictedTo
.Jonn1 LOAN 7w ninworn 71 'NdIN 27w .nndonn Nani
.LOAN — 7 n7w1 X7 "wXO 77NN Nn1Ma

curl --location --request POST 'https:///dev/sandbox/vl1l.6/consents' \
--header 'PSU-ID: 105210748' \
--header 'TPP-Signature-Certificate: {{TPP_Signature_Certificate}}"' \
--header 'Signature: {{signature}}' \
--header 'Digest: {{digest}}' \
--header 'Content-Type: application/json' \
--header 'PSU-IP-Address: 127.0.0.1" \
--header 'TPP-Notification-URI: {{TPP-LINK}}' \
--header 'X-Request-ID: 79a85ece-776f-4943-9a2d-0a24a3805803" \
--data-raw '{
"access": {
"balances": [],
"transactions": []
s
"recurringIndicator”: true,
"validuntil": "2026-12-31",
"frequencyPerDay": 100,

:Detailed nn>on [Nn7 nwpa
LDRITDN TR ' 7V ,N'9'¥90 NXITN NNN2 NNd0N NN7 N1
JI/N2¥nn nI/ARNTAN DR 71 N2 1T Nndon

:Detailed Consent Request 7 xnart
curl --location --request POST 'https:///dev/sandbox/v1l.6/consents"’ \

--header 'PSU-ID: 105210748"' \
--header 'TPP-Signature-Certificate: {{TPP_Signature Certificate}}' \
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--header 'Signature: {{signature}}' \
--header 'Digest: {{digest}}' \
--header 'Content-Type: application/json' \
--header 'PSU-IP-Address: 127.0.0.1"' \
--header 'TPP-Notification-URI: {{TPP-LINK}}"' \
--header 'X-Request-ID: 79a85ece-776f-4943-9a2d-0a24a3805803" \
--data-raw '{
"access": {
"balances": [{
"other": {
"identification": "123456789"

¥

"cashAccountType": "LOAN"
1,
"transactions": [{
"other": {
"identification": "123456789"
¥
"cashAccountType": "LOAN"
3]
¥
"recurringIndicator”: true,
"validuntil": "2026-12-31",
"frequencyPerDay": 100,

NNDWNN TIZ DX X721 0'717000 NNTA DX 11Yn7 W' XN1dWn oy Detailed nindona

:XN11>wn 11ay Detailed alon nnd>on? xnait

curl --location --request POST 'https:///dev/sandbox/v1l.6/consents"’ \
--header 'PSU-ID: 105210748' \
--header 'TPP-Signature-Certificate: {{TPP_Signature_Certificate}}"' \
--header 'Signature: {{signature}}' \
--header 'Digest: {{digest}}' \
--header 'Content-Type: application/json' \
--header 'PSU-IP-Address: 127.0.0.1" \
--header 'TPP-Notification-URI: {{TPP-LINK}}' \
--header 'X-Request-ID: 79a85ece-776f-4943-9a2d-0a24a3805803" \
--data-raw '{
"access": {
"balances": [{
"other": {
"identification": "1234567891"

s
"cashAccountType": "LOAN"

"other": {
"identification": "1234567892"
}J
"cashAccountType": "LOAN"
1,
"transactions": {
"other": {
"identification": "1234567891"

})
"cashAccountType": "LOAN"

"other": {
"identification": "1234567892"

s
"cashAccountType": "LOAN"

3
1

"recurringIndicator": true,
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"validuntil": "2026-12-31",

"frequencyPerDay": 100,

Header Field: PSU-ID
NINT NTIYN — NIP7 NNTA 190N

Information Consent Response (NOK) (2a)

7V N'0127N AXRAY NYTIN ITAN Syntax NXAY ,XkNAIT? ,n"191 7wd 7w najpma
.N'PNN 'O

Information consent Response (OK) (2b)
.consent-id NNTA DY NAIYN ITNIN N1'PN NYRANT NN

NIYNY XNAIT

"consentStatus": "received",
"consentId": "cla6729c-9691-4al0-8ec3-7clb62f0164d",
" links": {
"self": {
"href": "/vl.6/consents/cla6729c-9691-4al10-8ec3-7clb62f0164d"
s
"status": {
"href": "/vl.6/consents/cla6729c-9691-4a10-8ec3-7clb62f0164d/status”
s
"scaOAuth": {
"href": "https://open-finance-sandbox.menora.co.il/well-known"

X7 APl 7w namd? nan it n9n ._links vanykn nnn scaOAuth vIn'7x Da 7170N NN
YIX'2 — '70N2 (wnn NIX? NN o n'7on 1t ol .OAuth2 configuration n'2ap
JI171¥9 yix'a qwnnY token nwoA pn ANKYI NIR'? nndon

OAuth configuration

:well-known 7 na1wni n'197 xnart
curl --location --request GET 'https://open-finance-sandbox.menora.co.il/well-known
--header 'X-Request-ID: 79a85ece-776f-4943-9a2d-0a24a380 2"

NAWNY Xn2IT

"authorization_endpoint": "https://open-finance-sandbox.menora.co.il/oauth-sb/authorize”,

"token_endpoint": "https://open-finance-sandbox.menora.co.il/oauth-sb/token"

well-known 7 n"197 nirmn

T 2 nyxian n1on .POST consent response 2 scaOAuth nTwa ny'simn Namd7 Nno? v
NX n7on nawnn .GET nmoa (onTwin 7y nn'nn 'R) QSEAL X477 18 ,QWACa win'w
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n'x'? NNoY wr 19N — token 7w niz'in nXi authorize — NN>0N NIW'R 7Y NAIMDN DIE'N
.wnna access token

Feedback to the customer

namodn 0'oa 7y URL nma w1 2y nyxian nip?n 2iw'x 1?7 URL n nra
no0In2a 0N 27w (authorization_endpoint nnn) well-known 2 n1ixw
13.1 9o, IG Inona 0''sin 0XIVNI9N 'V .0'YITIN DIVNION
‘URLY xnaI7

https://[authorize-endpoint-url]?client_id=0B:IL-BOI-520018078-MenoraApp&
scope=AIS:cl1la6729c-9691-4a10-8ec3-7c1b62f0164d&

state=abcstate&

response_type=code&

redirect_uri=AI_TestFintech.COM&
code_challenge=QsGT7Qegzt37tRpUDVTO1TO-KnzkfU78e5n0h-c2zp&
code_challenge method=S256

PSU re-directed to an authorization webpage of the ASPSP (Authorization Request)
:Redirect yix'27 nrrman ') 217 Jon niNv? 'mx URL n

191912 (Implementation Guide 13.1 Authorization Request) wamin URL n nk nins7? v

[27X7 NAIWN ATNIN X717 ARAW T7 Non yxian, |'Pn X7 URL N1 nTna
n1TNa Redirect yxia' ,n1'pn N7 ninTrn nyxal 'pn URL n DX 71 .yTnn
YTmn X7

The PSU authorizes the consent

DN [2 .NN20NN NYNT IN NND0N7 MWK NN, NINTTN Y¥an Nndonn ot
yTmn Px7 natn Redirect yxiar nndonn NWIR X7 DX |21 NNd0NN NYIN
.(Implementation Guide 13.2 Authorization Response)

redirect_uri |"9Xnn NAIMDN - |'PN [9IXA D'NON NAD0NN WX )'70N TWUKD
fauthorize 7 n19o2

DYoN NI' 72'72 win'y Wworn 1'kw PCKE a1on nian 'vxnk 7710 authorization URL n
[ .URL mmixa 27N wim'w y¥a7 n'n' N1 X7 ,701'97 n1tna redirect yxial nTna .NNX
NYTNN NND0NN MWK DY DTN AI9N IWKR K77 ,NNTIzn nndonni ,NYTN NNndon x'7

Token Request
NN>oNn o1vvow NKX7 APl 7 nw'a Ix? access token x7 yTmin pIx
Valid 7 q1one
grant type=authorization code ,access token Nn'7a77 n'197 XnaIT

curl --location --request POST 'https://[menora-api-endpoint]/oauth2/token"' \
--header 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'client_id=0B:IL-BOI-520018078-LeumiApp’ \

--data-urlencode 'grant_type=authorization_code' \
--data-urlencode 'redirect_uri=https://someurl.com"' \
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data-urlencode 'code_verifier=2Gc@0rPgKPTI20GZHXU4a-gIvRg45FGXKy9kVsYXjsS8"' \
data-urlencode 'code=837768dc-617f-43ac-99b5-c9f3cdfg60317"

grant type=refresh token ,access token n7a77 n'197 xnaIT

rl --location --request POST 'https://[menora-api-endpoint]/oauth2/token"' \
data-urlencode 'client_id=0B:IL-BOI-500023-TestDowngradedFintech_U1"' \

data-urlencode 'grant_type=refresh_token' \
data-urlencode 'redirect_uri=https://tpp-callback-url.com" \
--data-urlencode 'refresh_token=zzzzzzz'

(oTwn v nn'nn 'R) QSEAL X977 I8 ,QWAC 1 win'w 1 2y nyxian Token APl 7 n1on
.well-known 7w naiwna A1am xinw '93 token endpoint url 7 nyxian n1on .POST nmoa

.N1'PN2 NTaInY '90 OAuth2 1 7y n'wnmn Challenge n 1M1 nX 7907 vt
.y TN XINI grant_type= authorization_codea win'y T 7y NyxXIan QIYUKXKIN [P10N DY

.0myo 1o0n access token 7w Ny YwoKn 1'RY code_verifier T 7y N1am WK 710 DY
.refresh token 1 2y 1wTNY N1 ,|j710N DY NKYT

:access token naion

T 2y token endpoint? nwTINN N9 Y¥a7 W' q71M 29 access tokennl NT'Na
access token "ix' 1x7 grant_type=refresh_token ,refresh tokena wm'w
wTn

GET Consent Status (3)
Get Consent Status nin'w? n'197 xnarT

curl --location --request GET 'https:///open-finance-
sandbox.menora.co.il/v1.6/consents/99391c7e-ad88-49ec-a2ad-99ddcb1f0001/status"’ \
--header 'X-Request-ID: 79a85ece-776f-4943-9a2d-0a24a3805802" \

--header 'TPP-Signature-Certificate: {{TPP_Signature_Certificate}}"' \
--header 'Signature: {{signature}}' \

--header 'Digest: {{digest}}’

nnN>0n OIVLO N'TA

awn '015 NP7 APl 2 win'w? niwn napzn na'k Access Token nwo

API17 n19 197 ,GET Consent Status n7von 1 v valid? 7190 nnd>onn olvvow XTII7 W'
:0'NaN

GET /consents/{consent-id}
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GET Consent details (4)
Get Consent nin'w? n1197 XnaIT

curl --location --request GET 'https:///open-finance-
sandbox.menora.co.il/v1l.6/consents/99391c7e-ad88-49ec-a2ad-99ddcb1fe001"' \
--header 'X-Request-ID: 79a85ece-776f-4943-9a2d-0a24a3805802" \

--header 'TPP-Signature-Certificate: {{TPP_Signature_Certificate}}"' \
--header 'Signature: {{signature}}' \
--header 'Digest: {{digest}}"'

nnNdOoN NZ'NN
DELETE /v1.6/consents/{consentld}

.m','m'7 DXNIN] NYXION 019

nnd>on 'v1d N1ap
GET /v1.6/consents/{consentld}

.m'.'m'7 DXNN] NYXION N'19

2 {702'9NN Y'ANY '9D NNJ0NN NN KIN NN'WN 079 TX ,NMYIX DIV NND0NN DX
DNINY D'IX¥INN DY NND0NN NN A NN'wR 079 ,nIwR WnXY? .POST /consents
un? nipn wR

"access": {
"balances": [
{
"other": {
"identification": "123456789"
})
"cashAccountType": "LOAN"
}
])
"transactions": [
{
"other": {
"identification": "123456789"
}J
"cashAccountType": "LOAN"

]

s

"recurringIndicator”: true,
"validuntil": "2026-12-31",
"frequencyPerDay": 100,
"consentStatus": "valid"
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SAVINGS AND LOANS

savings

.MM "'y NIdNNI X7 savings NITNn

loans

loans nn*wH nHap

GET /loans

noian 7w loans XN

RN NN Nina loans Mxm 7y nndon [N niwpa

TIP I'N' NND0NAW 2 T1912 71701 75 1Ay Nnd0oN [NI'N ,XN1DWN MXIN 7w a¥na
(Mo nXi7n = 21700 72) n'2170nn D

N9 NNJ0NN MWK TNK7 Yy¥27 W' nndonn NNNY 7v192 loans nxm nn'wn n'7apY
.(GET /loans) Get Loans List nin'w?

.(resourceld NTY) T91 loan-account-id [N loan Wxm 737

APl 2 axii7n nnm — Id

nnna vl TN 12'N ,loans 1¥In a¥"nNn loan-account-id — ANWYN NN
.NNT™ INIXR NX I71|7' loans 1 INIX ,NYTN NN>oN NNEZINENTNA .NNd0NN

KXNIDWYN NI1AY loan-account-id NA'N' |DIX

D'NTN 7¥ 0'TI91 D'A10 2 727N NN XN1dYN

.other. identification nTwa TNX NNTA 72PN XN1DWN 75 — NIy N2 kndwn L1
.NI'2V NNN2 NN XNDWNAN NI N7 2700 NIR7 27 v

72'7 TNX loan-account-id - MI'7Y NN XN1DWN NN DN ,XNDWN 71700 .2
.(resourceld nTw) XxN1LWN 71700
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.response-a 0''j7oyvn NITYN VIN'S

y

Name Format | Type | Description Required
loanAccounts array *
resourceld guid loan-account-id

other object
RN1dWN NNTN
identification
currency loan-account-id ww | *
ownerName 1120TN *2V2 ninw
1R Gemel loan 2wn? ,nNR112NN 110
product Mortgage loan
cashAccountType *
interest object
type FIXD, INDE
rate array *
percentage *
relatedDates object
contractStartDate | date 0d0N NZ'WN/NTRON T*IRN
contractEndDate date 0D0N D1°'0 /11U17'9 T*IRN
balances array
balanceAmount object *
currency *
amount *
closingBooked
balanceType expected | *
creditLimitIncluded false 7'nn
referenceDate N111D21 T*RN | *

GET /loans/{loan-account-id}
NITYY 0'NT response-1 0oy NITwN .TT1A loan-account-id 7y yTn 7apn' |Xd

GET /loans/{loan-account-id}/balances
D'NT response-2 0*zoyvin NITwN .TTIA loan-account-id 7w ninn' 2y vy 72pn' |XD
.balances 71yn 7y waT Dy 7aK NTTIA AXRNZN YW DTN DN'WA DNTINY NITYY
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JIURNZNN Nn'wn v OTIZN hiN'wl DTINY

loan-account-id Y¥ Mm99’ nbap



